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Abstract
Digital music orchestras pose new technical challenges
for live performances. Timing delays, prolonged
transition times between pieces, and software
maintenance are key issues for all such orchestras.
The Internet of Things (IoT) paradigm could be a
promising solution to these and other issues. We
introduce the Orchestra of Things (OOT), a RESTful
client-server architecture for laptop orchestras that is
based on the Internet of Things.

Background
While digital music orchestras such as the Laptop
Orchestra of Louisiana (LOL) have been around for
several years, no universal standard method of
synchronization yet exists for these modern
ensembles. Our approach with the Orchestra of Things
is to create the first universal, reliable model for any
such ensemble by applying the Internet of Things
model to a new domain: music.

The Orchestra of Things (OOT)
In the Orchestra of Things (OOT), every object – a laptop, smartphone,
tablet, or even a guitar – is a “thing”. A thing has a unique identifier and can
accept or transmit two kinds of data: control data and audio data.
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The Internet of Things, or IoT, is a model for
zero-configuration ad-hoc networking
primarily used in the smart home domain. IoT
is meant to simplify the way different devices,
from laptops to light bulbs, communicate
across a network, regardless of operating
system or device type.

Automatically registering an object in OOT is
straightforward. However, challenges arise when that
object disconnects from the OOT network. Although
OOT can assign a unique identifier to each object, the
object loses its association with that identifier when it
disconnects. OOT therefore must rely on the object’s
IP address and port number to identify it. This reliance
can be problematic if either address or port changes,
as OOT will re-add the same object to database.
Security in the Internet of Things is a known challenge
which persists in the Orchestra of Things. Internet
protocols and higher level web languages can prevent
the retrieval of immutable identifying information such
as the MAC address of a machine. While such security
restrictions are necessary to prevent malicious
exploitation of network resources, they complicate the
challenge of associating each object in OOT with a
persistent unique identifier.
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Discussion and Summary

OOT is designed as a RESTful client-server architecture that leverages
common web languages (HTML, CSS, JavaScript), the Python programming
language, and existing IoT web frameworks [1] [2] [3].
An OOT object connects to the orchestra automatically by broadcasting its
information (such as IP address and operating system type) over the OOT
network to the OOT server. This connection process relies on both UDP
broadcasting and AJAX POST requests. The OOT server then adds the
object to the OOT database and sends a confirmation to the object indicating
it has been added to the orchestra.

As we continue to develop and refine OOT, we plan to:
• Implement solutions to known security challenges
and vulnerabilities
• Enable audio data transfers between the server and
the OOT objects
• Include embedded devices in the network
• Create local drivers for applications
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Our system can successfully add both iOS and Android mobile clients to the
Orchestra. It can also distinguish whether an object was previously added
and change the object’s status to “online”. The web interface can display
information about the objects currently in OOT, as well as details for each
individual object.
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